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Terms of Reference (ToR) – Cybersecurity Expert 

1. PURPOSE
The Cybersecurity Consultant is recruited by the SSI Secretariat to provide specialised expertise on cybersecurity and digital risk governance to the SSI ESG Standard Working Group (ESG WG) during the 2026 revision of the SSI ESG Standard.
The Expert will support the development of a dedicated Cybersecurity requirement within the ESG Standard, addressing digital resilience, data protection, and governance risks relevant to the solar value chain.
2. SCOPE OF WORK
The Cybersecurity Expert will:
Review the current SSI ESG Standard and Guidance to identify gaps related to cybersecurity and digital risk governance.
Provide expert input on defining “critical digital assets” and relevant cybersecurity risks in the solar sector.
Support cybersecurity readiness or risk assessments with selected SSI members.
Draft and revise cybersecurity-related standard text and guidance in coordination with the ESG WG and SSI Secretariat.
Ensure alignment with recognised international standards and frameworks (e.g. ISO 27001, NIST Cybersecurity Framework).
Review and respond to feedback from ESG WG members, member consultations, and public consultations.
Contribute to associated guidance, tools, templates, and interpretation notes.
Conduct consultations with SSI members and stakeholders. 
3. PROFILE AND SELECTION CRITERIA
The Cybersecurity Expert will participate in the SSI ESG Standard Working Group as a chapter-specific subject-matter expert, serving in an individual capacity.
The Expert will be selected by the SSI Secretariat based on:
Demonstrated expertise in cybersecurity governance and risk management
Experience working with industrial, energy, or manufacturing sectors
Familiarity with ESG governance or assurance contexts
Ability to translate technical cybersecurity requirements into auditable ESG criteria
The Expert is expected to:
Act independently and impartially
Disclose any potential conflicts of interest or relevant affiliations

4. RESPONSIBILITIES OF EXPERT
The Cybersecurity Expert is expected to:
Lead ESG WG meetings when discussing cybersecurity proposals 
Provide written technical input and revisions to draft standard and guidance text
Support consensus-building on proportionate, risk-based cybersecurity requirements
Advise on phased implementation and member readiness considerations
Support capacity-building activities (e.g. webinars or training sessions) where relevant

5. MODUS OPERANDI
The Expert will work under the coordination of the SSI Secretariat
Inputs will be incorporated into ESG WG drafts and reviewed through WG processes
Meetings will be held virtually unless otherwise agreed
The SSI Secretariat retains final editorial authority

6. DURATION AND TIMELINE
The Scope 3 Emissions Expert will be engaged from Q2 2026 to Q4 2026, aligned with the ESG Standard revision timeline.
Expected workload includes:
Participation in periodic ESG WG meetings (approximately monthly)
Drafting and reviewing cybersecurity content 
Input to consultation review processes
Meetings with key stakeholders 

7. CONFIDENTIALITY AND TRANSPARENCY
All draft materials and discussions will be treated as confidential unless otherwise agreed.
Final standards and guidance will be published to ensure transparency.












Expression of Interest – Cybersecurity Expert
Thank you for your interest in contributing to the Cybersecurity chapter of Solar Stewardship Initiative (SSI) ESG Standard. Please complete the form below:

	Full Name:
	

	Email Address:
	

	Organisation (if applicable):
	

	Job Title / Role:
	

	Location (Country/Region):
	

	Relevant Expertise or Experience (max 500 words):
	

	Why are you interested in joining? (max 300 words):
	

	Are you able to commit to virtual monthly meetings and periodic document reviews between Q2 and Q4 2026?
	☐ Yes
☐ No
☐ Maybe (please explain):

	Upload your CV or short bio:
	

	Any additional comments or disclosures (e.g., potential conflicts of interest):
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